
Sybari’s Antigen: An Essential Component of 
Your Microsoft Exchange Migration Strategy



W ith Antigen you benefit from a best of
breed solution specifically developed to
protect Microsoft Exchange environ-

ments, even if it includes Exchange 5.0, Exchange
5.5 and Exchange 2000 servers.  Antigen provides
superior intuitive protection of your messaging infra-
structure through a wide variety of robust features
that are designed to support all versions of Microsoft
Exchange, today and in the future.  

Antigen Compliments All Microsoft
Exchange Migrations and Mixed
Environments

With 85-90% of viruses entering organizations via
messaging platforms and virtually propagating upon 
entry, effective server-level protection is absolutely
critical.  However, organizations are rapidly deploy-
ing new Exchange servers to support their growing
communications needs, and cannot afford to com-
promise the security of their messaging environment
while waiting for pending migrations.  There is a
solution - Sybari’s Antigen.  

• Sybari’s Antigen for Microsoft Exchange pro-
vides the most comprehensive, pre-emptive pro-
tection for even the most complex Microsoft
Exchange rollouts, including mixed environ-
ments, and stops viruses at their point of net-
work entry - the mail server.

• Sybari’s Antigen is the only enterprise solution
on the market today that offers one (1) solution,
one (1) license for Exchange environments
before, during, and after migration to the most
recent versions of Exchange.

The first stage of migration typically requires the
upgrade of the Exchange backbone servers to
Exchange 2000.  Antigen protects the Backbone
Exchange Servers during the migration process.

• Sybari’s Antigen supports Microsoft Exchange
Server 2000, 5.5 or 5.0, (all service packs), and
supports Exchange running on Microsoft Cluster
Servers.

• Unlike traditional antivirus products, Antigen’s
unique architecture reliably scans 100% of mes-
sages and objects being written to the Exchange
Information Store in real-time, before they reach
user mailboxes.

• Antigen offers selectable ESE and Microsoft
Virus Scanning API 2.0 modes to provide a sin-
gle migration solution for Microsoft Exchange
2000 and 5.5. Antigen can be configured to use
either mode for Exchange 2000, while using ESE
for Exchange 5.5 and 5.0 (no service pack
restrictions).

Incorporating Sybari’s Antigen into your current Microsoft
Exchange deployment may just be your company’s best 
investment yet. 

During migrations from Exchange 5.5 to 2000 in mixed envi-

ronments, Antigen can easily switch between ESE or VSAPI

2.0 mode during the install or via command prompt as shown. 
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Antigen Offers Integrated Multiple
Scan Engine Support

In addition to their antivirus scan engines, the major
difference between virus scanning products is the
method the product uses to deliver data to the scan
engine.  Utilizing a solution that offers a single scan
engine to protect an entire network in a one size fits
all “suite approach” creates a significant single point
of failure.  

When a virus, worm or malicious code beats the
scan engine at the firewall, nothing can stop it from
spreading throughout the network environment. 
The ideal solution is not a “suite” approach, but a
best of breed solution that supports the multiple 
levels of protection required to keep viruses out.
Sybari has perfected this technology and enables
leading scan engines to work more effectively.

• Antigen delivers up to six (6) virus scan engines
from leading scan engine vendors such as
Network Associates, Norman Data Defense,
Sophos, Computer Associates, and Kaspersky
Labs, providing access to five (5) of the leading
virus labs in the world. 

• By using multiple scan engines, Antigen users
receive 100% support from each of the supported
virus labs during a virus outbreak, rather than
relying on just a single, potential point of failure.  

• Antigen’s multiple scan engine technology
allows for 24/7 scanning uptime, even during
scan engine and signature file updates.

Antigen and Scanning at the MTA

Sybari’s Antigen is an effective solution for
Exchange 2000 hub, gateway and backbone servers,
as well as X.400 scanning at the MTAs. 

• In addition to scanning at the SMTP and web-
store, Antigen provides an extra level of protec-
tion by scanning at the Microsoft Exchange
Message Transfer Agent (MTA) on an
Exchange 2000 server. Scanning includes all
Microsoft Exchange MTA connectors, including
X.400, MSMail, cc:Mail, etc.

Antigen is Designed to Maximize
Security, Speed & Performance

• Antigen can scan incoming and outgoing e-mail
messages at Microsoft Exchange’s Internet Mail
Service (IMS) connector for Exchange 5.5 or the
SMTP transport stack for Exchange 2000. 

• Antigen reliably scans 100% of messages before
they are written to the Exchange Information Store. 

• Antigen’s unique and true “in-memory”
Scanning technology allows it to scan attach-
ments faster. There is no need to spool entire
files and attachments to disk by creating “temp
directories” like other solutions. 

• Antigen is designed specifically with the e-mail
administrator in mind, and utilizes a unique
technology and unrivaled scanning approach for
antivirus and messaging security that provides
the most comprehensive level of protection,
security and performance available for all envi-
ronments, regardless of size.

Antigen enables powerful scan engine management through a

single pane in the Antigen UI.
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Other Features Unique to
Antigen 

• Antigen Worm PurgeTM actually eliminates
the whole worm, the viral attachment and
the e-mail itself, thus Outlook users are
never aware a worm message had been
sent. And, because users never receive a
“cleaned" worm via Exchange, they never
call the help desk panicked at seeing a
worm in their inbox.

• Antigen Content Filtering provides filter-
ing and anti-spam capabilities by block-
ing/filtering attachments by type and
extension, as well as e-mails by sender,
domain and subject line.

• Antigen Central Manager (ACM), remote
installations, file filtering rules, and 
centralized automatic updates provide
maximum protection and management 
of Exchange messaging environments.  
ACM also integrates with NetIQ’s
AppManager v4.3 or v5.0 for robust 
and unmatched centralized management.

Conclusion

You should not wait until you migrate to protect
your messaging environment...Sybari provides built
in “upgrade insurance” at no extra charge as a stan-
dard part of our solution.  Regardless of how long
the migration will take (all servers in one weekend,
to one server a month), Sybari’s license covers you
at no additional charge with a single solution.  
So don’t compromise your security until after you
migrate, make Antigen a part of your migration
strategy, it’s as easy 1-2-3!  

1. Evaluate Antigen with no obligation.  Download
today! http://www.sybari.com/download/eval.asp  

2. Install Antigen and run a manual antivirus scan of
your e-mail server to see first hand the quality of
the e-mail protection you currently have in place.

3 Enroll in a live web demo with one of Sybari’s
Systems Engineers to learn more about how
Sybari’s technology will enhance and improve
the security of your messaging environment.

Don’t take our word for it, feel free to contact an
Antigen customer and hear about Antigen’s superb
performance and protection from other administra-
tors in your sector, or with the same IT platform, or
with the same AV solution that you currently have
installed. Contact Sybari today and request a list of
Antigen customer references!  Investing in Antigen
now will save you time and money later.  To find
out about the potential costs associated with inade-
quate server-level protection of your messaging and
collaboration platforms, please contact us at
info@sybari.com and request Sybari’s CFO Analysis.


